ARCHITECTURE SPECIFICATION - CONFIDENTIAL

The Sovereign Ballot Fortress

An air-gapped, encrypted, tokenized architecture for protecting election infrastructure — and
any critical system

Cyber Sentinel (SENTINEL) — a Born Between 2 Generals platform Doctrine: track-back, never hack-
back

Executive Summary

The Sovereign Ballot Fortress is a defensive architecture for protecting ballots, voting equipment, and the
count they produce. It keeps the real election systems on a truly isolated network with no path to the
internet, wraps every stored and moving piece of data in layered encryption, and disguises the data itself
as constantly-changing tokens that reject any stolen copy the moment its structure no longer matches.
Attackers who break in never reach the real system — they land in a field of convincing decoys, where
every move is copied, documented, and quietly tagged with a tracker that follows the public trail back to
them. A separate, never-counted shadow system runs any fraudulent input all the way through, so officials
can prove exactly what the fraud would have done to the real count — while the real count sits untouched
behind the air gap. Everything is designed to hand law enforcement court-ready evidence, and nothing in it
reaches out to attack anyone. This is the whole doctrine: track-back, never hack-back.

How the Fortress Stays Legal

Before the layers, one principle governs all of them. Cyber Sentinel never hacks anyone. It operates only
on infrastructure the operator owns, lures attackers into decoys the operator controls, records everything,
and hands the evidence to law enforcement. It does not counter-attack, break into an attacker's machine,
or run any code the attacker leaves behind. That is what keeps the entire platform lawful under the
Computer Fraud and Abuse Act (18 U.S.C. §1030), which prohibits unauthorized access to other people's
computers. Every capability below is defensive, contained to systems the operator is authorized to run, and
built to produce evidence rather than retaliation.




1. The Air-Gap Core

Plain language: The real ballots and the real count live on their own island. There is no bridge to the
internet — not a slow one, not a hidden one, none.

An air gap means the systems that read ballots and tally votes are physically and logically separated from
any outside network — no Wi-Fi, no cellular modem, no cable to the public internet. An attacker sitting
anywhere on Earth simply has no wire to travel down. This removes the single most common way systems
get compromised: a remote connection.

Real elections still need updates — new ballot definitions, software patches, configuration files. Those
enter through a one-way data diode: hardware that physically allows information to flow in one direction
only, the way a check valve lets water flow one way in a pipe. Data can come in to be inspected; nothing
can flow out to an attacker, because the return path does not physically exist.

Even one-way input is treated as dangerous, so it passes through an airlock — a staging zone, like a
decontamination room, where incoming files are scanned, verified against known-good signatures, and
only then released into the core. Anything unexpected stops in the airlock and never reaches the ballots.

Finally, isolation is multiplied. Each polling location runs on its own separate virtual machine, and
optionally each operator or section runs on its own as well. A virtual machine is a sealed computer-within-a-
computer. Because nothing is shared between them, a problem at one location cannot spread to another.

There is no common floor for an intruder to walk across — every room is its own building.

2. The Nested Encryption Fortress

Plain language: Everything is locked in a box. That box is locked inside another box. The outer box has
two locks, not one — and for the most sensitive material, a third.

Encryption turns readable data into scrambled data that only the right key can unlock. In the fortress, data
is encrypted at rest (while stored) and in transit (while moving) using AES-256-GCM. AES-256 is a widely
trusted, government-grade cipher; the "GCM" part is authenticated encryption, meaning the box doesn't jus
hide the contents — it also detects if anyone tampered with them. A tampered box refuses to open and
raises an alarm.

Then those encrypted contents are wrapped again inside an outer encrypted container — a box of
boxes. The outer layer is double-protected (two independent locks that must both be satisfied), with an
optional third for the most critical data such as the tally itself. This is honest defense-in-depth: adding
layers does not make anything mathematically unbreakable, but it means an attacker must defeat several
independent protections in sequence, and failing any one of them leaves them with nothing usable.

The "fortress of boxes" is not just a metaphor — it maps to two real engineering ideas:




» Tiered key derivation (a key hierarchy). Instead of one master key that unlocks everything, keys are
arranged in tiers: a small number of tightly-guarded root keys are used only to protect the next tier of
keys, which protect the data keys, which protect the data. Compromising a lower key never exposes the
keys above it. Each box genuinely has its own lock.

Enclaves. The most sensitive operations — like unwrapping the innermost layer — happen inside a
protected enclave, a hardware-isolated region of the processor where keys can be used but never
extracted in the clear. Even software running on the same machine cannot read what happens inside.

The result: to reach real ballot data, an attacker must break authenticated encryption, then a second layer,
then a key hierarchy, then a hardware enclave — each an independent, expensive obstacle.

3. Rotating Structural Tokens

Plain language: In Kristen's words, "the color changes all the time." Every piece of information that moves
is disguised, and the disguise keeps changing. If a thief copies a token today and tries to use it tomorrow, it
no longer fits — and the system throws it out.

Tokenization replaces real data with stand-in tokens as it moves through the system. In this design the
tokens are structurally typed and rotate constantly — by data type, by jurisdiction, and on a short timer.
A valid token isn't just a random string; it has an internal structure that must match the current rotation for
its type and jurisdiction at that moment.

This is what makes replay attacks fail automatically. When an intruder captures a token and replays it later
— or moves it to the wrong jurisdiction — the structure no longer matches the current one. No human
needs to notice; the mismatch is detected instantly, and three things happen:

1. Copied — the rejected token and its context are duplicated for evidence.

2. Logged — the event is written to the record with time, place, and what was attempted.

3. Ejected — the token is refused entry; it never reaches anything real.

Because the "color" is always changing, stolen tokens have an extremely short useful life, and any attempt
to reuse one becomes a self-announcing intrusion signal rather than a way in.

4. The Decoy Vault /| Honeypot Grid

Plain language: If an attacker gets past the outer walls, everything they find is fake. They spend their effort
stealing worthless props, and they never even touch the real room.




A honeypot is a trap that looks like the real thing. The fortress surrounds the genuine core with a grid of
decoy vaults filled with false token boxes and fake data that is convincing enough to hold an intruder's
attention. Every decoy asset is pre-marked — invisibly tagged before the attacker ever arrives — so
anything they grab or deposit is already identifiable as stolen or planted.

Two things make this powerful:

« Whatever they take is worthless. The fake tokens don't unlock anything and don't correspond to any
real ballot or count.

Whatever they leave is caught. If an attacker tries to inject fraudulent data, it lands in the decoy layer
and is flagged as foreign on arrival.

Crucially, the penetration never touches the real middle. The decoy grid is positioned as the outermost
thing an intruder can reach; behind it sits the encryption fortress, and behind that, the air-gapped core. The
attacker believes they've reached the vault. They've reached the stage set.

5. The Embedded Cyber-Lab (Track-Back)

Plain language: Sitting inside the trap is a lab. It watches, copies, and documents everything the attacker
does, quietly attaches a tracker to what they touch, and follows the public trail to see where it goes —
without ever attacking back.

Once an intruder is inside the decoy grid, the embedded cyber-lab does the investigative work:

Copies every artifact the attacker interacts with, preserving it as evidence.
Documents each action — the who, where, and when — with tamper-evident timestamps.
Injects a tracker into the decoy assets the attacker takes, so those assets can be recognized later.

Follows the public trail — observing where a token came from and where it goes as it moves across
the open internet, on infrastructure the operator is entitled to observe.

The governing rule is trace-not-touch. The lab observes the attacker's own public movements and its own
marked decoys; it does not break into the attacker's systems, and it never executes captured malware. If
the attacker leaves behind a malicious file, it is copied, sealed, and preserved for analysis by authorized
forensic experts — never run. This is the exact line that separates lawful track-back from illegal hack-back,
and the entire lab is built to stay on the right side of it. The output is a package of court-ready evidence for,
law enforcement.




6. The Shadow Fraud-Run

Plain language — the genuinely novel piece: A second system runs alongside the real one and takes in
all the fraudulent stuff — fake ballots, fake IDs — and quietly runs it all the way through as if it were real,
but it is NEVER counted. Its only job is to show, in black and white, exactly what the fraud would have
done if it had reached the real count. The real count never sees any of it.

Most systems simply block fraud and discard it. That stops the harm but throws away the proof. The
Shadow Fraud-Run keeps the proof.

\When fraudulent input is detected — a forged ballot, a fabricated ID, a manipulated record — it is diverted
into a concurrent, parallel verification pipeline that mirrors the real one. The fraudulent input is run
through every step of validation and tallying in the shadow, never in the real count. The pipeline records:

» what the fraudulent inputs were,
» how many there were and where they were aimed,

« and precisely how the real totals would have shifted had the fraud succeeded.

The output is an evidence report of averted harm — a concrete, quantified statement of the damage that
was prevented. Meanwhile, the real count stays untouched inside the air-gapped middle. The shadow
numbers are walled off and clearly labeled so they can never contaminate the certified result. Officials get
both certainty in the real total and documented proof of exactly what an attacker tried to do.

7. Sector Generalization

The ballot fortress is a pattern, not a one-off. The same four moves — isolate, encrypt in layers, tokenize
with rotation, and surround with tracked decoys — protect any critical system.

» Finance. Consider the Newport, Rhode Island armed-robbery scenario: instead of losing real money,
the institution lets tokenized cash and transfers move to the attacker — deliberately let through,
traced across accounts, and watched being spent, turning a theft into a tracking operation while the real
funds stay safe.

Nuclear |/ Grid | SCADA. Industrial control systems that run reactors, power grids, and utilities live
behind the air gap and diode, with commands tokenized and decoy control surfaces luring anyone
probing for a way in — so operators see the intrusion without the intruder ever reaching a real actuator.
Corporations. Trade secrets, customer data, and financial records sit in the encryption fortress behind
rotating tokens, with the decoy grid absorbing intrusions and the cyber-lab building the evidence case.
Homes. A scaled-down fortress protects a household network and smart devices: isolated segments,
encrypted storage, and simple decoys that catch and log intruders instead of exposing the family's real
data.




Making it 1,000,000% better and safer

The layers above are a strong foundation. The following upgrades, in priority order, would harden the
fortress for infrastructure and life-safety use. None makes any system unbreakable — nothing is. Each is
defense-in-depth that raises the cost, time, and risk of attacking dramatically, and shrinks the damage if
any single layer fails.

1. Hardware security modules and secure enclaves. Keep root keys inside tamper-resistant hardware
that performs cryptographic operations without ever exposing keys in readable form. This protects the
top of the key hierarchy even if the surrounding software is compromised.

. Threshold cryptography and multi-party computation. Split critical keys and critical actions across
several people or machines so that no single person can act alone. A quorum must cooperate to unlock
or certify, which removes the single-insider risk.

. Tamper-evident, append-only transparency logs (Merkle chains). Record all evidence and system
events in a log that can only be added to, never edited, with each entry cryptographically chained to the
last. Any attempt to alter history becomes mathematically detectable.

. Formal verification of the data diode. Use mathematical proof techniques to verify that the one-way
diode truly has no reverse path. This turns "we believe it's one-way" into "we can prove it's one-way."

. Physical tamper sensors. Add hardware sensors that detect opening, movement, temperature, or
voltage changes on the real equipment, and that wipe or lock keys if the enclosure is breached. This

defends against attackers with physical access.

. Deterministic, reproducible builds. Build the software so that the same source code always produces
a bit-for-bit identical result, letting independent parties confirm the running system matches the audited
code. This closes the gap where malicious code could be slipped in during compilation.

. Independent audit and observer access. Provide a safe, read-only way for accredited auditors and
observers to verify operations without touching the real count. Trust comes from being checkable, not
from being closed.

. Redundancy and disaster recovery. Maintain isolated backups and standby systems so a hardware
failure, power loss, or physical attack cannot destroy the record or halt the count. Recovery should be

tested, not assumed.

. Zero-knowledge proofs for verify-without-revealing. Use proofs that let the system demonstrate a
fact — for example, that the count is correct — without revealing the underlying private data. This allows
public verification while preserving ballot secrecy.




10. Continuous red-teaming. Employ authorized experts to attack the fortress on an ongoing basis, on

infrastructure the operator owns, so weaknesses are found by friends before enemies. Security is a
practice, not a one-time certificate.

11. 24]7 tokenized in-house support with a trained Al assistant per operator. Provide round-the-clock
support over the same tokenized, isolated channels, with a dedicated Al assistant trained to guide each
operator. This shortens response time during an incident without opening a new way in.

To be clear: the Sovereign Ballot Fortress is a defensive architecture and prototype doctrine, not a
certified voting system. The ideas here are designed to be sound and buildable, but real-world deployment
for elections or any life-safety use requires independent audit, formal certification, and legal review
before it can be trusted with real ballots or infrastructure. Nothing here is unbreakable; the goal is to raise
the cost of attack so high, and the odds of getting caught so certain, that the fortress protects what matters

and produces the evidence to hold attackers accountable.

For questions, deployment, or review, contact Kristen@bornbetween2generals.com.

Cyber Sentinel — a Born Between 2 Generals platform - Kristen@bornbetween2generals.com




